E-commerce Information 
What is E-commerce
Ecommerce is the buying and selling of goods and services using electronic systems such as the Internet. 

	Advantages (to businesses and consumers) 

· Reduced costs

· Increased customer satisfaction

· More effective data management

· Potentially higher sales

· Convenience

· Easier comparison shopping

· Wider selection of goods 


	Risks
· Loss of sales if technology fails

· Fraudulent transactions

· Customer reluctance

· Increased competition security issues privacy issues

· Purchasing based on photos and descriptions

· Returns 




E-commerce Issues

· Security.  For instance, DDoS attacks have shut down websites

· Fraud.  For example phishing. 

· Taxation.  Some states are pushing for taxation of online purchases. 

· International commerce.  Involves all of the considerations of selling in foreign countries, such as language, culture, currency, etc.  
Security

Encryption: The conversion of data into unreadable format. 

Secure Socket Layer (SSL):  A protocol that allows data to be privately exchanged over public networks.  It encrypts data between the browser and the server. A server using SSL has https as the address, as well as a lock at bottom of screen. 

Digital Certificates

SSL enables two computers to communicate securely by posting digital certificate of authentication.  The certificate has certain information about the issuer.    There are many different payment systems available to accommodate different merchants, from those who process a few transactions a day to those who process thousands daily.  

Order and payment processing 

When the customer is ready to purchase, he usually has a choice of several methods of making a payment—check, credit, or e-cash. A merchant can obtain a merchant account, or use a low-cost solution such as PayPal. 

Ecommerce Storefront Solutions

A number of different e-commerce storefront options are available—ranging from simple online storefronts to building your own shopping cart.  
Storefront: 

No software or programming skills needed. From your web browser, you will use a template to set up everything—product names, descriptions, prices, and the Order Button. Disadvantages are that you’re limited to their template, limited number of transactions, the template may not look like your website.  The pros are low overhead and risk.  No technical expertise needed.  

Shopping cart software

Example:  miva.com or mercantec.com .  The software is installed on your server.  Sometimes provided by your host.  

Custom built Solution
You can custom build a large scale e-commerce website from scratch.  Software such as Coldfusion, Visual Studio .NET,  IBM WebSphere, and scripting such as CGI give you the tools to get the job done. 

